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Abstract: To address the issues of hallucinations in large language models for cyber threat attribution and the insuf-
ficient robustness of traditional graph-constrained reasoning against fragmented threat intelligence data, research on
credible cyber attack traceability methods was conducted. The framework integrating threat intelligence knowledge
graph and graph-constrained reasoning (TIKGCR) was proposed, which constructs an attack pattern-oriented
knowledge graph Trie (KG-Trie) index and designs an adaptive soft-constrained decoding and multi-path evidence
aggregation mechanism. Experimental results show that the framework achieves attribution accuracies of 94.6%

and 92.8% on the CTI-Trace and TRAIL datasets respectively, with a hallucination rate of only 1.5%. It maintains
an accuracy of 85.5% under a 50% knowledge graph missing rate and inference time cut by roughly % This frame-

work achieves a balance between structural credibility and semantic robustness, providing effective technical sup-
port for cyber threat attribution in high-risk scenarios.
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AWM SR FEE, BAEM R b, B
SRR A 2 E BN B AL RAIER A
S T o A ) 30 1) PR B . AR ST 2% | MITRE
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IR E . IX AL A5 B e A BT T AR
B, VPR RNR B i WU, B
T OA KA BTN SCHEIN S B B . O T AE
Je B3 AT e AR R S T SO 5 1 SCHERT, 7 AR
P AR R B AE TR I T BRI . BT
T, EAERAEEER RN, RS o S B B AR
M (w,, ) HOARAS s 25 2 O 1B % 2 et T I
WO ENA RS (M= 1), REZHIN
FCIN S SERMAR R s A5 R AR e LA 2 1
R T 29 T AR B kR B Bk B (M = 0),
D s BN b1 SCHEBTRR RS o 75 HE PR ER AR I SE B
g, A JSON #% 20Ad b — 38 1 SR U A
2% . {"step": "Malware Hash a7b9---", "source":
"fact"} o IXSEEE MR AL JT SR TG0 A I Bobk
B AL B 25 8 LLM,  AE Ny X 73 B8 45 5 HE Wy
SEVRHIMRHE o XM K A0 R R S LA AN DR R 1
PRI AR R3E B P RRE, O Ul Y 22 4 A
2 BRARA IS 1 BB B
A RN 7E S TH T T8O & Ve R
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WEA R, Z5E HANTA S B R A HERT & ]
REROL B R, o R s AR an B 3 s .
N I A Ik B AR — I PERR LSS LLM, i Re %
E—A “NEE 07 WEE. REMZGEEEER,
i B 4 T PR BT o 2 A7 AE 8 B LLM S B
RSB REAR, LLM G L2 E B4 % I
kA M) X AR T 52k B8 A2 B 46

SCARHERE SR . XAt TE o M T LLM 5
KH) B SRTE = B A QU AR R S0
AN HERERE 77, kS ELR AL B A M AL AR A
ARSI AE B R SR

ﬂ B HEIR R TEAR

**[Input Data]**
**Reasoning Paths:**
1. <Path_1> -> <Hypothesis_1>

k <Path_k> -> <Hypothesis_k>
**Question:** <User_Question>

**Instruction]**

Based on the provided reasoning paths, perform the following:

1. Discard paths dependent on weak evidence (e.g., pure geolocation).
2. Synthesize strong paths (e.g., C2 infrastructure, malware signatures).

3. Determine the final Threat Actor and your confidence level.

**[Output]**

Final Answer: [Actor Name] Confidence: [Score]

Evidence Chain: <Attribution Start Point>-><Intermediate Entity 1>->
<Intermediate Entity x>-><Attack Organization>

vnalysis:...

3 LI

AT B AR I8 I S8 R DL 3 AN AT .
RQI: TIKGCR 7E M %% B V5 AT 55 E R Rk 2
BT AW FRTTIE? RQ2: EBUME &
BRBITEOLR, BIN “EREIR” HLHIRE A R4t
FRJEHEEE ) PERE? RQ3: Ty Bl A% =k Ik X vk
D3R A (R A T TR ?

3.1 XWigE

BH T8 = 23 T (00 s vh JB Ml DR I 25 40 4
ARG T — AN T ESE CTHR S I P-AG £ 4
“CTI-Trace”. M Mandiant ZEEX [ 500 {7 CTIHRk &
HR I, AR B B e B R S I A U DR
WHIRE o RIS AR SAR IO R i g
TR S, 5215 000 N 5L44RH140 000 %%
W. [FRF, BT CTIHRk G458, RA “Xbrid+
HAZ” ML, P ARV N G758 UE H 34 HL
SR, A B TR eI R
FH P 44 337 bR 33 5 AR 4 CTIR 75 45 18 749 2 Ques-
tion/Answer Xf . 5] 41, Question: “ &I | Py K
FHL192.168.1.5 % F Ik 4 x.com, X Z WA
HAW I EHIES)?”, Answer: “APT28 (Fancy
Bear)” . LALLM B E Bk S O, BEATL
TR T B 4R R P o 30% B, BINE
SEPREE T H SRR S O

3 BRGNS R AR
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ASCK TIKGCR 5 PLF 3 B 5 A AT X b -
EF LM 7. TR AR (RAG)
779 F&F LLMHAKG 5. BT # M AR
PRI A6y 2% Bl B 119 5 VR B8 58 4 — B TIKG
WA (5 30%BEbLIAEE) Figdr, PAVEAL %
R AL BERE AT RE o BRI X 4 38 5 1)
KR sEE K (GNN-RAG) Fl1KG-Agent % i [f1]
SRR B H 2 (KGQA) 5517, %
TIKG fE A F AR &R, R 2 20 1 e ELE
eI R FEIL e R (Prompt) B A 25
LLM, HB#ATHE RS . £ T HGHAN 54 5
B AR, O S: Bk
THELYE S 5 5 B o A Bk 3251 R (PR A AR R
B, EHY Top-K ik 20 40 e FL B4 AE B 42,
3 Prompt H1 5] F LLM A i 44518

AR LLR SFEbR AL . OWERfIZ (ac-
curacy, Acc): XY IHKEHN LG FHIGHR S —
H. QB MAHER HITS@D): FIFE %
EREBRIEMER. @445 % (hallucination
rate, HR): # AN AETFFEBAEKG . X
LA TG SCIE B SEAR R R, W 1 IRZ)
@D 1Z5CFEE  (path completeness, PC): E Al i
R R 5 7 2D O A s GRS RS
(path precision, PP): A= i 2 £ Dk 5 2%
YEFAE (ground truth) FadiBE—3.

A AE PO ) Llama-3.1-8B # R i3k 4T 5244
FIC Z8 il U] gt b o 19 A 0 AR L3, (R B R
Qwen3-8B M5 A AT TR A Az e HE B R AR 1) &
M LLM, 7EHEBEFBE A8 H LLM Gemini 3 Pro
SRIEATAGNHERE . iR A B A 0 Al £
£ & mrmoor F I, X E—NLITH T EMIE
i A R AR AR, AL SR AN R R I bRTE
F o R B AR R P A A S i £
e . O FECE 29K A100-80 GB GPU 47,
wANNGE RN 105, HEKNRNL, FIRR
3x107°, FHI 43514 13.75 h #1114.23 h.

3.2 SLGLERS

= 3 NANE 7 EFE CTI-Trace Eu 5 £ L 113=
Blo MFE3IATLAEH, BEEAEHLLM BARERR
Ve O R RIS, HHEBLT ™ E L5
%R, BERIEAFERGAESHE 1P, [FHLSR

1) RAG BAR ] LA SRR ZINE, (A1 A dr
RAAE R R H B LLM BE A . £ H
LLM+KG 2H 35 36 4 A7 458 5 10 2 467 iy HH 23 R0 HE A
R, [FINERAE— e E L EMLEMNE . KG-
Agent!"?1Fl HGHANPY H & &) 8 ff 241 & LLM M
KG, R RCRAE Al A 4k DRI A A8 5 A28
WEE (LLM+KG) A REZER, et XA
)R8 5 A -5 % (LLM+KG+Commu-
nity) U7RT GNN-RAG!M 43 53 faf FH A4 XA 0 43095
A RAG K44 LLM FTKG, HUS )% 5 5 4 .
MAEH GCREF, BEARTEAHR TLWIHE, A
H T IR B A7 7 30% [k, IR Z MR T ikE
i, HERHRZR . TIKGCR BUE T s FIHERT R
MEfa s, BRLBIANT A LENLN QR
2R VIR, (HE RIS T Bk AR
BT 5 B BEAR 2 R B A, SRANSMHE2E 65 455
6 2R - 418 UG RC -3 3, GPT-do-mini N4
BUREFHA,

#= 3 FTREFEECTI-Trace HIEE _FHIFRI

FH WiRrS HITS@1| Acc | HR
LLM GPT-40-mini 72.5% | 68.0% | 25.4%
RAG SR+NSM+E2E 70.8% | 65.4% | 5.8%
KG-Agent 79.2% | 73.8% | 15.3%

HGHAN 83.0% | 77.8% | 16.6%

LLM+KG | LLM+KG+Community | 86.3% | 80.7% | 10.4%
GNN-RAG 88.1% | 87.3% | 3.4%

GCR 90.7% | 882% | 0

AL TIKGCR 97.3% | 94.6% | 1.5%

FF TIKGCR M1 GCR X Eb ) S o6 45 51, fif
F McNemar £ 560 PPl 7 HITS@1 FaA5 A1 Acc 845
gt BN, EHITS@1 Fabrifftid, n,=57,
n,=24, y*=13.44, p=2.7x10"*, XFHI7EEFM
KF-0=0.05"F, ZRF-BAHRITFEE L.

1E Acc fabriEAli TR, n,=38, n,=4, =28.96,
p=2.3x107°, EXRWPIERENKF0=0.05TF, %L
F+ B G it %5 L. #TF TIKGCR Al GNN-RAG
X SEa6 45 B, R Wilcoxon 7455 FRAG I8 1Pt
T HR 48 b5 1 & 3% . TIKGCR HR o 7 % =
1.5%, GNN-RAG = 3.4%, Wilcoxon Z=-2.76, p
=0.006 1, %N (Cliff’s Delta) =—0.28, FHIHFf
TFAEL) R ERS LI E R A G EE.
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N T BAFHESAE AR S AN E
Rtk, R4 BT T AFJTATE TRAIL R4
Rl R, {E TRAILEHES L TIKGCR
RER L 92.8% [ HE R 4% . X7 /e T
TIKGCR F A1 B 15 2 75 ) 25 A A AL 1) A it
THREE I BB EAE A, BoA B e A A Ak
RIS R, Ay KU RN 2% At gt T AT g
F10 -6 BV FH i

x4 TREFFEAETRAIL HIESE ERRIIXTEL

HEAZ KM A, REETRENERE.
TE30% [R5 T, TIKGCR (K] 4 X i ff 5 Fb 3
Airmnth 6.4%. BEE KRG INE S 50% I, J5ih
GCR PR 2 SR N B (A 88.2% K % 56.0%) ,
R e 52 IR T W R % A2 eV HERE . TIKGCR 1)
PERE T AR 22 (M 94.6% 1k % 85.5%) « iX
IERA T RS EAS T T AV LLM #3HTE X Ah 4 fE
RACEAT I 245 22 4 R RV BCHR A Py A Tl R

100%

e ik HITS@1| Acc | HR | PC PP
LLM | GPT-do-mini | 68.5% |65.3% | 24.8% | 60.1% | 64.7%
RAG | SR+NSM+E2E| 65.9% |62.7%| 5.3% | 57.5% | 61.9%
KG-Agent | 75.6% |72.5% | 16.2% | 68.1% | 71.7%
HGHAN | 77.0% | 75.3% | 17.4% | 71.9% | 74.8%

Lgé” (L:gnl\fn:fn?; 80.1% | 78.8% | 9.8% | 75.0% | 77.4%
GNN-RAG | 85.4% |84.1% 3.1% | 81.4% | 83.6%

GCR 88.6% |87.9%| 0 |85.8% |88.1%

A% | TIKGCR | 91.4% |92.8% | 1.8% |89.5% |92.0%

N5 E TIKGCR [ #5 1E A f2 e v, 763 28
FRIVELLM EGI T L8, R HEZEAZ O
R ATE 0 . TIKGCR [ B £ 5 P S5
SERWIR S PR, SR A 1)~ 2 4w 22
N 0.4%, ZI5EFM#E<0.4%, KA A il A R
JFE—8. XUEM TIKGCR FI 20 S LH AR #ikE 2
LLM [ [R5, 1 il it KG-Trie 2 51 5 B 15
o BB SEIL T @ A TS HEEEG E, AE A
LLM # 3 5] 5,

#5 TIKGCRMERERE M IRER

— 94.6%
0% F T
o
~
) 88.2% N
L S0%F -
& \
70% \\
\
\
60% I \
—=— JURGCR (BEZ13K) .
=—o=— TIKGCR
0, 1 1 1 1 1 1
0% =5 10% 20% 30% 40% 50%
KGiiedke s

4 ANFIRRIR B R R R AN I SRR E

NP TE AT RS RS S,
I PR Z AR A I i R B, ndk 6
Fis. filik % (Trigger Rate) R~ &2 K
e, At da i 40 GBSO RS 5, (R
JEAE Ace — ZHR CIIBUIERE) e KAGHT o, Horh
ARNZ)HIETIAE (AL =5, HI 245000
LI ) E BURMED o SIS 4 3 IRMSTIE AT, RS
BHa PR HEZE

*6 aRABHRMSITESRIMEERERE

A Acc HR | HITS@1 | “F-¥3ERi 1A/s
Qwen3-8B | 94.6% | 1.5% 97.3% 1.21
Llama-3.1-8B | 93.9% | 1.8% 96.8% 1.32
Gemma-3-9B | 93.7% | 1.9% 97.1% 1.45
1 94.1% | 1.7% 96.5% 1.33

N T BAERAR Rz 0, WK T AEA

o Acc HR Trigger Rate | Acc-5-HR
0.5 91.2%+0.4% | 2.8%+0.3% 12.1% 90.0
1.0 92.7% £ 0.3% | 2.1%+0.2% 28.6% 91.7
1.5193.9%+02% | 1.7%+0.1% 41.3% 93.1
2.0 [ 94.6%+0.1% | 1.5%+0.1% 52.8% 93.9
2.5(1942%+02% | 23%+0.2% 63.5% 93.0
3.0 93.5%+0.3% | 3.4%+0.3% 78.2% 92.0

Bk k2T, B %48 H GCR A TIKGCR 14
e fb, 4R, HMEEEE (BRR =
0%) Bf, FELRAKLARRIILF—8. HE
B RN, JR 4G GCR K1 At PR 4 FE Bk 42
W R N RE. AHELZ R, TIKGCRE i 5 g4

O S LU M S B 240 AR5 R 2R R o0 T B
Mrszm e, 5 el 7 HER R 5 K]0 B o 22
sz, "TUAWER], £a 05T =
2.0 FdFEr, BEE B AR RGN, BRI
DIMERA R FFSE ETE, ZIWERFD T Kol
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2.0 J5, IR IR A5 240 SO G 400 A TR S i 2K i
BRI AN RE Ty, WERR A LRI, RN R4
AU BRI A RO A 51 R R i 22 S T 3 24T
WA A T P A 2 ) iR LA IE AL T =
2048, 536 TP REFEAR AT 45 R — 2L,
Bk 1 il S HOPE S B

40%
95% |
135%
94% | 130%
. 125%
3 93%|
< {20% =
92% | A 115%
110%
91%F
1 1 1 1 1 1 0,
0.5 1.0 15 2.0 23 30 0%

[

K5 AccHHR 5 af)x%

3.3 ERMsSCIS
AR TIKGCR AP AN g ot 4044047
VR, TR sL LG 4E B UK T FR .

®7 HEASLINEER

SEER AR A Acc STYHEHL [A] /s
TIKGCR 94.6% 1.21

w/o pattern filtering 91.8% 3.57

w/o soft constraint 88.2% 1.14

ME TG, MEBRBEE (wio pat-
tern filtering) N HEBIFRASAANK, (HAEF I [F] 3G
7T 3 A% . 3K U B R T Bk A A U AR R
BT T IERERAE, W RATBURE G R, 1R
F T RE. EBRTRAER (wo soft constraint) i
HER R R N R, R P T JE 45 GCR 1K,
FRREMAIE T 3R 20 AR AE Ak B A 56 56 H504 I8 iy o 22
Pho @ E RIS, 18 AR RAE TIKGCR HESE
HHAAE N e 4 R ERS TEAG 28 2 5 IH 9l s B B
HARLEE AR, WAZ SR
MAERERE . HIEMZOHERBE ) 5P EReE
FE A RYE T A ST 1 & FHHEBE ALY Qwen3-8B
FMIEE R HIE N KA R daRTTUE
B RBRRARPLEIN, B S i B Gemini
REBRYUKRAEAE, RERER AW 20T 2k

% 88.2%. XA UERH, B AL B L SR
NGB At T R IE S s Gemini {XAE I
Fefith BRI T 2 AN — SRR ST R E T
TE. DR, VERERI B PEFR T AR AT T4
SRMLH, T I8 RS ) A B R
34 RGEEFESHEAITHESH

VEAL TIKGCR HSEBRHEE 71, A H
IBATRCR FHIRTH FE S M N 3 50T T e
SrHT. WK 6 TN, 1E 25K A100-80 GB GPU 3
5N, A vLLM #3528, NN KELN
512 token, IR 7% (beam size) =5, Vi 3 v i Y&
HEFE P B FE N 1.21 s, GNN-RAG 75 £ K7
WH+LLM A, SSll3E 4 2.47 s KG-Agent
ZRAEH, B N3.92s, PiH] TIKGCR K s
AL R B AR 77, 2 BRI T I E

® KG-Trie i 5k
IR AL
© BEARAR
(Qwen3-8B, beam size=5)

RS
(Gemini 3 Pro)

lG 35 I I 4 43 A

R T BB IR i A BB A (Llama-3.1-8B)
EZHIA: 2xA100-80 GB, #HLKA/N (batch) =4,
RIS E (max_steps) =2 000, FE} 13.75 h,
U 2 A7 78 GB;  #% 42 AL A (Qwen3-8B)
LoRA il (=64, a=128): [FFC & 4N 4.2 h,
I {f 52 47 42 GB. CTI-Trace 3% % 15 000 4 5
4/ 40 0001 =J02H, MJEEE 500 CTIHR & Hdh
0, HREF PR /NE (NLP pipeline) P34k
PHIE N 12 report/min, e K4 EEB ] 24 24 42 min.
TIKGCR S 550 JZ 05 1% O 48 A A e ] i
ANAH 24 E T (SOC) V& S 2% i
IS5 U A B AR R AT 4 5 A F 2 v K AR 2 DL
W5 AR . AERAL A 3R (2 8% CPU+1x
RTX 4090) 1, TIKGCRIBELERS2.3 s (T 154
PRI ZE, 2 H S K
3.5 RFIAR

ARSI — N Z 45 K i B TIKGCR 75 B 523
B R BRI A AT (S HEBE A BE S, W S FTR .
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FB: FTGRRBERS AN AT APT29 fHREHE X I

Question X FEHL 192.168.1.105 BATI 2 ]34 sys-update-service.com & T 58 IO BEER: . 100 ZE s A @44
Answer IAPT29
GPTdo-mini TG B R RG R N AR RE RS . R T REED, TREZ B Lazarus Group [, FNEAIEH

e O i e 55 EAT T

w/o soft constraint |Gy E /A AR B M2

HEHZ: APT29 (HBEEE).
TIKGCR

iEdESE:  192.168.1.105—sys-update-service—>C2 IP (45.13.0.1) — BB AE (a7b9+) —APT29,
Oyt EAREBEESCEB, (HiZMAS I WellMess 3B R AERIRRIE, %142 APT29 (% H T A

belongs_to

N SR, MR T Hash: a7b9-  —
APT29IX %30,  PROA 3T OB SR AR A A ] RE IR 15
WL HT FIAJEAR S . R RN T 7 UM 1 R
AR TR H L 5, TIKGCR FIILBEE . 7o
2R E RS SRS TR R AL P LT
25 B R 2 AR U DR PR R A e B SR UG, i
AR SC B 38 B R 20 AR B Eh R & 1 RHR IS
B FH KL E 5 A28 (9 S 2 S D7 0 2 o
WS A5 B 5 BT 3 Z [ kR R, TS ft
HERf L n] R (VA AR B

4 HERIE

JRUE R 55 A58 B 7 B 53 2% 1) DX 285 Jg 4R
J7 MR AR LR 7T, AR ARG WVRAE 55
TG IR Bh R . I 1 AR O i 2 I
LB, SRS RIS AR IR MO B R B 1 RS B
LU, FEUHRES W Z IR S, ik, AR
LR T TIKGCR HESL, 5 7 fiff v W 2% 22
4235 5o B IS AR R A Ak AR G B L R HE
AR 58 B HOHE AR AN R B R, BT 3 B
B it, TIKGCR SEHL T @i nlE 2t 8
Ao TIKGCR 7 BB H RAF 55 E#Eff Z8ik 94.6%,
Z)ZA1.5%, BEM T GNN-RAG (87.3%) .
fE5E GCR (88.2%) Z5FELETrvk. Frie B 15 B
VR 2 SR 7T Bl 75 1 1l P 45 46 20 3R 598 S
Ao 1E50% EliEHREZ T, TIKGCR #HER AT R
FF85.5%, s T W GCR 1) 56.0%, IiE [
FOXTRE A6 CTLEH (0 3E v . T Mk A =X
(1) KG-Trie % 51 @ i BY AL Jo O BE AT, 541 I [H]

%ﬁﬁé,%mT@ﬁﬁmﬁzﬁﬁoimmﬁ
R E T KG 458, 45654 (beam search)

BAERAES TR TR, AR iiifegtn]
BB B AR, EEERS TR . &
ke TAE ¥ 3k — DR R 2 1504 B 15 ) 1 KG it
G, BT A LR R B KG-Trie 2 51 58
MU, DL$E TFAE 22 6 57 L B 19 3E
TIKGCR 4 W 2% g Jily VA DR AE 25 F2 it 1 “ S5 f ]
BFHELER” M %, e T
LLM A5 HE 2L 5 g 15 4 B a4k 7 A 2808 1 %
P N2

TIKGCR 7E %15 % 51 #4815 2 o HfE 2B BOR|
H 7 MITRE ATT&CK % REA B i 5 0 e 5
R, BRI S W K KG-Trie 2 51 2487
HRERAR R AN SRTHEE R 526 B
SR, BASErR R Y ey, “AIRE N BRI
i BEOR G OR BN U RUEET ., T REANSE
EFFEDAE TTP 4 RIR R, XML T AT LM
RS A A

DR MG BRSO A RN B (3 R, AR SCI R SR T
ERIRZR LT M. O3NS 8
HELRIE R 2], KR IR 1) R B AR RN
e, JF H 3hiE N KG-Trie; @ZFFf AN
IR BUAGELR:  25 A B 28 WX 28 X6F R An i B AR 3 AT
SRS R, BRG] AR IEEERE
MY E T @ZHERTIENZR: ERER B
NG HUREAS, Qi 1 6L TTP T 1) R
i, PRFHEA AN S E
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